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Steve Nichols- PTIG:
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Dom Arcuri-TELEVATE

P25 Standards Update and Priorities of Future work in Process
ATIS/TIA Working Group on P25 to LTE interworking

Andy Davis-MOTOROLA SOLUTIONS

P25 Link Layer Encryption Update

Jeremy Elder-HARRIS

P25 Encryption Update and Best Practices for Interoperability

Alan Massie-FBI, Keith La Plant-USCG,
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P25 System and Console Interoperability using the ISSI/CSSI/FSI

Justin Evans-Montgomery County TX,
Greg Jurrens-Harris County TX

P25 Cost Savings and Resource Sharing.

Del Smith- ALMR, Cindy Cast-Miami
Dade, Greg Jurrens-Harris County TX

P25 Connections for Emergency Comms and Mutual Aid

Jim Holthaus- BK TECHNOLOGIES,
Robin Grier- CATALYST

P25 New Products and Services for 2019

Cheryl Giggetts-CTA CONSULTANTS
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Jim Downes-DHS Cybersecurity and
Infrastructure Security Agency (CISA)
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What do wedo?
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AProvide a forum for users and manufacturers
AManage education and training on Project 25
ACreate and distribute Project 25 information
ASupport the TIA standards process

AOffer Users access to the standards process
without the rigor of TIA membership

AMaintain a neutral ground among the competing
manufacturers and providers

I Y RX
APresent Classroom Training and Panels such as THIS
SESSION.
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38 Vendors for Project 25 Equipment and Services

Available in VHF, UHF, 700, 800, and 900 MHz

16 Fixed station/repeater suppliers

13 Subscriber suppliers:
Mobiles, Portables, Vehicle Repeaters,

Pagers
13 Console suppliers

16 Network providers
7 Test equipment suppliers

10 Consultant services

Project 25 Technology Interest Group
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Project 25 Products and ServicAsailable

P25 Products & = = =
e . www.Project25.org = i E @ zle E % i = .2 8 H
Services _E_Ei ﬁg-u ] = g g E EE‘ E% é
@ Member Web Address f E2 S5 e | A - S 5 = Ef E.E L
Founding PTIG Members
BEK TECHNOLOGIES wiwew. bltechnologies.com
MOTOROLA wivww . motorolasolutions.com/en_
SOLUTIONS us/products/p25-story.html
VIAVTI (formerly mzilto:phil.nickel @viavisolutions
Cobham-Aeroflex ~cem
Sustaining PTIG Members
CODAN RADIO viww.codanradio.com/Imr -
EF JOHNSON wiwiw.efjchnsontechnologies.com

HARRIS CORP.

wiviw pspcharris.com

http:/www.icomamerica.com/e

Services

ICOM AMERICA n/landmebile/
JVC KENWOOD wowwi kenwood.com/usa/com/Imr
TAIT www taitradio.com
TECHNISONICS o fil.c2 ]
Corporate PTIG Members
ACDTELECOM http:/ivewn.acdtelecom.com
AVTEC wiwviw.avtecinc,com
CATALYST wiwiw.catcomtec, com -
https://www . wulfsberg.com/Flex
COBHAM m'u]fshlﬂ'g:l comm_Products.htm
COMPLIANCE TESTING wviwew.compliancetesting.com
CTA CONSULTANTS giggetts@cta-c.com
4B SPECTEA http://voww.dbspectra.com
DVSI v dwsinc,com
|
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Project 25 Products and ServicAsailable

P25 Products & . = ] =
. . www.Project?5S.org - f AR ]  k % -E = g EE g2
e Services EEE 252 | & ;g‘;g- 2 g £ B8 | £ %-E
. : . : R e |3 g & |RE | 22| B%
@ Member Web Address R £ CFs e | e > & o ¥ 2 E]- A 5 S ]
Corporate PTIG Members
ETHERSTACK wowwi.etherstack.com
FEDERAL ENGINEERING vt fedeng.com
5 x ¢ COMMUNICATIONS Vi - 3xScomm.com -:
FUTURECOM SYSTEMS wivew . futurecom.com
GME- (standard comm pty 1td) wiwvi.gme.net.au
INTER TALK SYSTEMS wvew.intertalksystems.com
http://vewerleonardocompany-
LEONARDO us.Com
LOCUSIISA wwiwr.locususa.com
MINDSHARE by CS8 http://wewr.css-mindshare.com
PCTEL http:/vivw.pctel.com
POWERTRUNK wvewi powertrunk.com -
RFI TECHNOLOGY https:/fwwrw. fiamericas.com/
SOLUTIONS
RFTECHNOLOGY wiwnw . rftechnelogyamericas.com
SDOCO W SiMoCogroup.com
SPECTRA ENGINEERING wivw spectraeng.com.au
TELEVATE wiered televate.com
TELEX RADIO DISPATCH wiww.telex.com
(BOSCH)
TIMCO ENGINEERING wiww.timooengr.com
UNICATIONS USA wiww.unicationUSA.com _
VALID® http:/ v .valid8.com
FETRON wiviw.zetron.com
38 16 13 1 8 13 16 6 7 14 10
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NEWS & EVENTS | PURPOSE

ALMR

The Latest News

P25 Foundations and P25
User Experience IWCE
PPTs now available
MissionCritical
Communications
Publishes P25 E-Book

PTIG Publishes Updated
Frequently Asked
Question (FAQ) Resource
vi3

Project 25 Testing Update
Report by Compliance
Testing LLC

Project 25 Technology
Interest Group Elects a
New Board of Directors
and Officers for 2016-2017

Upcoming Events

P25 Standards Meetings TIA TR-8
Philadelphia PA

October 18 - 20, 2016

IWCE 2017 Las Vegas NV

March 27 - 31, 2017

March 2019

TECHNOLOGY | COMPLIANCE ASSESSMENT

Technology Interest Group

The Project 25 Technology Interest Group (PTIG) brings you this
web site o provide information on all topics conceming Project
25.

Please register on the site for access to additional information. If
you previously registered prior to June 2010, a new registration is
required. This is to assure we have current and accurate
information.

Registration is required to maintain a spam free site for you. No
Fees are required for website registration.

PTIG MEMBERS NOTE: When your individual regisiration is
validated for affiliation to a paid membership or a commercial
member company, your registration will provide member access
privileges.

Use the dialog box titled “Contact Us” on the home page for any
inquiries about registration and membership.

This site is the official home of PTIG and our P25 community.

Your suggestions and comments are always welcome. Use the
dialog box titled “Contact Us” on the home page o make your
suggestions, offer comments, or seek more information.

MEMBERSHIP

Home | Contact Us

Search>>>

Friday, September 23, 2016

PRODUCTS | DOCUMENTS

List of P25
Conventional
Systems

List of P25
Trunking Systems

P25
Frequently
Asked
Questions

P25
Feature
Translator

P25
Steering Committee
Approved
List of Standards

P25
Standards
latest Update

P25
Capabilities
Guide

What is Project 25?
Project 25 (P25) is the standard for the design and

Why P25?

Project 25 enables successful fulfillment of these factors

manufacture of interoperable digital two-way wireless so critical to public safety operations and use of two-way

Anmmeniininnbinnn neadinbn  Nacalanad in Alacdh Ancarine sndia anme

siminnbinnn in tha Sald

Project 25 Technology Interest Group

WWW.Project25.org
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Documents available ativww.Project25.0rqg
A P25Standards Update Summary

Summary of the latest TIA -BRP25 Standards Meetings with user benefits defined

A Listof P25Systems (2200+)

A P25 Case Studies, PTIG Conference Presentations

A P25 Testing (Links to DHS CAP Program)

A P25 Non CARSSI/CSSI Interop Testing Template & Reports
A P25 Frequently Asked Questions

A P25 Capability Guide

Remains the best tool for managing P25 features and capabilities for system planning and
RFP development

Project 25 Technology Interest Group
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New Documents available atvww.Project25.org

NewP25 White papers:
A What is P25 Compliance?
A P25 Authentication
P25System of the Month

Each month a new Project 25 system is featured describing the system, coverage, agencies
served, interoperability achieved and other unique details of this application of Project 25
technology.

White Paper: Technology Benefits of Project 25

This article has been recently updated to include the new wireline interfaces (ISSI, CSSI, FSI)
new operational capabilities recently added to the P25 suite of standards.

The Whitepaper covers the background and history of the P25 Standard, original goals and
objectives, a summary overview of the standards and how they translate into benefits for the
Public Safety community.

March 2019 Project 25 Technology Interest Group 12



The Project 25 EcBystem Today

EstablishedBase of over 2250 Project 25 Systems on thet@alay

Including 37 Statewide P&ystems, numerous region wide , county wide,

municipality, campus, and individual facility 25 systems.

ExamplesMichigan90,000 users 1,665 Agencies 12 Million PTT /mo.
Miami/Dade30,000 users, 110 Agencies, 7 million PTT/mo.

A Vibrant Competitive Marketplace with38 Project 25Productand Service
providersoffering a diverse range of P25 solutions at multiple price points and
P25 is the preferred technology for Federal Grants

Independent Testinghrough the DHS CAP Program and a number of certified
independent testing Labs.

A Live, Active, Evolving Technolothat continues to develop with new
capabilities, upgrades, and test standards

March 2019 Project 25 Technology Interest Group 13
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Why have so many PTT Users chosen P257?

Public Safety Grade Reliability and Performance

Developed througR5 years of Standards evolution and product technology
improvements.

Multiple P25 PTT Voice and Data Servigésoup Call, Emergency Group Call,
Broadcast All Call, Unit to Unit Individual ID Call, Telephone interconnedieal,
Location (GPSQTAP/OTARAII with talking party 1D

Feature Rich Supplementary Servic€allAlert, StatudMlessage/Status)pdate,
Radio Check, Radignit Monitoring, Radio inhibitJninhibit,

Priority/Preemptive Priority

Superior Voice Encryption and Securitging 256 bit AES Encryption, Over the Air
ReKeying, and\uthentication.

High Performancé\udio Volume and Clarity (P28ocodel) combined withrugged
housingghat are designed for demanding Public Safety environments

Project 25 Technology Interest Group 14



Why have so many PTT Users chosen®P25
Project 25 is Cost Effective

Multiple System Configurationd?25 offers: direct mode, repeated, single
site, multtsite, voting, multicast, and simulcast configurations allowing
scalable, cost effective, system design.

Sharing P25 InfrastructurB25permits multiple agencies to share
common infrastructure and each make their own purchasiegsions.

Statewide andRegionwideP25 Systems are growing rapicdyg smaller
agencies realize the benefits of eliminating their LMR operating costs and
getting improved coverage and performance of P25.

P25 is the preferred LMR technoloqgy for Federal Grants
38 Project 25 Product and Service providers compete for Standards based RFPs

March 2019

Project 25 Technology Interest Group 15



PROJECT 25 Technology Interest Group Booth
MEMBERS EXHIBITING Number
IWCE 2019
* AVTEC 1761
* BK TECHNOLOGIES 2351
*  CATALYST COMMUNICATIONS 1240
* COBHAM 2143 PRO\J ECT 25
* CODAN RADIO COMMUNICATIONS 1361
B SPECTRA ou1 TECHNOLOGY
* EF JOHNSON 1925
* ETHERSTACK 1131
* FUTURECOM SYSTEMS GROUP ULC. 1317 I N T E R EST
* GME 1131
* HARRIS CORPORATION 1549 G RO U P
* ICOM AMERICA 1949
* INTER TALK SYSTEMS 1561
* JVC KENWOOD 1925 VISIt PTIG
» LEONARDO 1969
* LOCUS USA 731 Booth#2761
*+ MINDSHARE 252
* MOTOROLA SOLUTIONS 1125 IWCE2019
* POWERTRUNK 2343
* PROJECT 25 TECHNOLOGY INTEREST GROUP 2761
(PTIG) OUR MEMBER
s =
* TAIT COMMUNICATIONS 1541 AS EXHBITORS ALSO
* TELEX 1351 SAY
* UNICATION 353
L oma = THANK YOU
* ZETRON 2325

March 2019 Project 25 Technology Interest Group 16
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Las Vegas, Nevada 2\
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W

P25 Standards Overview, Interfaces
and Terminology

Dominick Arcuri
Subject Matter Expert, Televate, LLC

TELEVATE

Presented by:
PTIG The Project 25 Technology Interest Group

www.project25.org¢ Booth2761
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P25 Objectives/Technology Goals

~
Compatible
Frequency with
Independent Existing
y Equipment
Promote -
Interoperability
(" Coverage 8
Equivalent Integrate
to Existing both Voice
Analog and Data
Coverage ) p

Gradual Migration from
Existing Systems

Project 25 Technology Interest Group
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P25 Standard

s Process and Documents

User voice

P25 Steering
Committee
4
P25 User
Needs
Committee
¥ cDOQ\
User Needs

Task Groups

Joint Participation

APIC: TIA-
P25 Interface
via MoU

APIC
Task Groups

*Serves as venues for
needed clarifications

*Manages documents
*All organizations get
a vote

(RELESS - 84,
G Y )
<»
——\\§
N /) =
» S
5

-0\
Al
PECAN

Industry voice

TIATRS |
Committee
%

TR-8 Committee
Subcommittees

|

Subcommittee

7
(o4

Task Groups

P25 is a suite of over 85 Standard documents and Telecommunication
Systems Bulletins that define the services and interfaces

March 2019

Project 25 Technology Interest Group
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CAIl: Conventional
Console
Interface

Fixed Station
Interface (FSI)

Common Air
I/F(CAI):
Trunking

Inter Sub-System
Interface (ISSI)

RF Sub-System 1 RF Sub-System 2

P25 has standardized the Common Air Interface (CAIl) and multiple Wireline Interfaces

March 2019 Project 25 Technology Interest Group 20
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A Multi Site Overlay

i Trunking RFSS (voice & data)
i Conventional RFSS (e.g
paging)

A Multi Site

T Simulcast
T Multicast

A Single Site

Multi-Site Trunked & Conventional Overlay

Single Site Trunked RFSS Multi-Site Trunked RFSS

FS

Project 25
Conventional
RF Subsystey

Project 25 Trunked
RF SubSystem

$ Console Sub )
m'J System (CSS) Conventional
ySIemd CSSl E, Digital Fixed Station
Console Sub Interface
System (CSS) DFSI
March 2019

Project 25 Technology Interest Group 21



HHHHHHHHHH

A Designed to operate with 12.5 kHz channel spacino

A Frequency Division Multiple Access (FDMA)

A Data Rate: 9.6 kbps

A Modulation: 4level form of FSK (C4FM)

A+202RSNY 5+{LQ& La.9 O06T®PH (0
A Supports conventional, trunking and secure communications

A Conventional channel protocol same as trunking traffic
channel

March 2019 Project 25 Technology Interest Group 22



P25 Phase 2 CAI

A 12 kb/s air link rate for 2 slot TDMA

A Modulation
I H-DQPSK for downlink (outbound) \e.\@
I H-CPM for uplink (inbound) '

A TDMA Voice Channels

A Dual Rate Vocoder

A FDMA Control Channel (Phase 1 Cd#
pase)

I With TDMA extensions (for migration &
compatibility with PH 1)

0000000000000 ject 25 Technology Interest Group
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P25 InterSystem Configurations

Connecting RF Sub Connecting
Systems Using ISS| Systems Using CSSI

P25 Console
Sub-System B’

Project 25 Trunked
RF Sub-System B

GROUP CALL CONTRO

Project 25 Trunked
~ RF Sub-System B

GROUP CALL CONTROL

ISISI

Project 25 Trunked
RF Sub-System A

GROUP CALL CONTRO

Connecting Systems
Using ISSI and CSSI

Project 25 Trunked
RF Sub-System B

GROUP CALL CONTROL

Project 25 Trunked
RF Sub-System C

GROUP CALL CONTROL

P25 Console

|SS|1I’CSS|
Sub-System

24

ISSI/CSSI Supports various P25 call types, P25 services and console featt

Project 25 Technology Interest Group
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How P25 Promotes Interoperability _@;
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A Over the air interoperability
I Radio to Radio of different manufacturers

I Radios from different manufacturers on a commar
system within a coverage area (conventional or

trunked) THE BARRIERS

A Neighboring jurisdictions during a common
event or vehicle pursuit

A Outside agencies responding during a mutual
aid event

BREAK DOWN

A Intra and Inter System Interoperability
I Multiple dispatch facilities utilizing a common infrastructure

I Neighboring jurisdictions that permit roaming while maintaining
home system contact

I Multiple systems interconnected to create a larger system

March 2019 Project 25 Technology Interest Group 25
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Over the Air Interoperability via P25

Direct Mode

Trunking

Project 25 Technology Interest Group

Conventional

26



RF Sub-System 1

P25 permits multiple agencies to share common
Infrastructure and each make their own purchasing
decisions

Agency B

March 2019 Project 25 Technology Interest Group 27
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Intersystem Interoperability via P25

Inter Sub-System

Interface (ISSI)
RF Sub-System 2

RF Sub-System 1

The P25 ISSI permits roaming to a neighboring
system while maintaining home system
contact

e

Project 25 Technology Interest Group
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P25 Transition and Migration P
H P25 FDMA
P25 CAl P25 TDMA i Trunked CAIl
Pre P25 b b Trunked CAl
Subscribers
\/
P25 manufacturers supports P25 supports a smooth
backward compatibility to legacy migration from Phase 1 to
systems Phase 2

Project 25 Technology Interest Group
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Project 25: Summary =y

Designed for public safety by public
safety

P25 is a suite of mobile radio standards
and bulletins which define interoperable

Project 25 Steering

communications for emergency services o o ok
Developed in partnership between |
Public Safety and TIA APCO P25 Interface
A Project 25 formed in 1989 SR
A Initial standards released in 1995
A Original goals have been met, yet T
A Ongoing development and evolution of

the standards continue with broad
Industry support

March 2019 Project 25 Technology Interest Group 30
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Project 25: Top 10 Benefits ( él,

%
>
\
(\D

\G!TA,

(] \.3
00 1ygny VY

Public Safety Mature, well defined,

Grade Reliability Air and Wireline

and Performance Standardized
Superior Security _ Interfaces

using 256 bit AES with
OTAR

A User-Driven
Technology with support
at numerous frequency
bands

A Large Installed Base
of over 2250 Systems

A vibrant market-place with
more than 3 dozen suppliers
and the preferred technology
for Federal Grants

The reliable, de-facto, choice for
mission critical communications
during Natural Disasters and
critical events

Alive, active, technology that
continues to evolve with new
capabilities, upgrades, and test
standards

Superior Audio volume and
clarity combined with high _
performance radio designs for Independent testing for

Public Safety environments performance and
interoperability

March 2019 Project 25 Technology Interest Group 31
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Thank You

Dominick Arcuri
Subject Matter Expert, Televate, LLC

darcuri@televate.com

TELEVATE

Project 25 Technology Interest Group
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International Wireless and Communications Expo %\\}D
Las Vegas, Nevada >
March5, 2019

P25 Standards Update

Andy Davis

ChairmanTIA TR8 Mobile and Personal Private Radio Engineering Committee
Sr. Resourc®anager,P25 StandardsMotorola Solutions

o

‘ ’ @ Presented by:
o PTIG - The Project 25 Technology Interest Group MOTOROLA

ADVANCING GLOBAL COMMUNICATIONS WWW.DrOieCtZSIOrq .I. Booth 2761 SOLUT/ONS

March 2019 Project 25 Technology Interest Group 33
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P25 Standards Activity Update

Background
2018& 2019Publications
Work in Progress

March 2019
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Project 25 Steering Committee Approved P25
Standards list includes ~85 documents

A To date, all are produced, published and maintained by TIA
TR8 Mobile and Personal Private Radio Engineering
Committee

A Overviews, Standards, Standard Tests, Telecommunication
Systems Bulletins

A In addition to new documents, TIA publishes document

revisions and document addendums

o Revisions and addendum may provide clarifications, correct errors or
add additional material
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2018/2019 Publications (1 of 4)
Air Interfaces (2018)
Iy S

A An addendum to theTrunkingControl Channel Messagetandard was approved
a! 00Saaz2Ne

for publication.
 RRSY RdzY Ay dNRRdzOSa

¢KAA |
A A revision to the Conventional (Air Interface) Interoperability Test standards

message.

approved for publication.

This revision corrects editorial errors and makes clarifications on various test procedures but
does not add, remove or technically alter tests.
A A revision of TSB8.1-E (Part 1 Performance Modeling)as approved for

publication.

This revision incorporates Addendum 1 and incorporates proposals to clarify performance
modeling methods approved by Working Group 1
A A revision of TSB8.3-E (Part 3 Performance Verificatiom)as approved for

publication.
verification approved by Working Group 1

Project 25 Technology Interest Group

This revision incorporates Addendum 1 and incorporates proposals to clarify performance

March 2019



2018/2019 Publications (2 of 4) !@g

Wireline Interfaces (2018)

A An addendum to the ISSI Messages and Procedures for Supplementary
Data

This addendum introduces the messages and procedures for Individual Regroupir
control across an ISSI/CSSI.

A A revision of the ISSI/CSSI Interoperability Test Procedures for Trunked
VoiceOperation
This revision adds a normative annex that intends to simplify ISSI/CSSI
Interoperability testing by recommending existing test configurations that use only
2 RF Sub Systems at a time and test a single ISSI/CSSI link at a time.

A A revision of the ISSI Recommended Compliance Assessment Tests
bulletin
This revision will add recommended interoperability test3fonkingCSSI

applications and add recommended interoperability tests of TDMA operation of the
TrunkinglSSI and CSSI

March 2019 Project 25 Technology Interest Group 37



2018/2019 Publications (3 of 4) !’/Q
Data (2018) :

A A revision of the Tier 2 Location ServiBpecification

This revision corrects editorial errors and makes corrections to EXI Encoding
examples.

A TCP/UDP Port Numbekssignments
This revision addresses errata that have been collected since the last publication.

A Mobile Data Peripheralnterface
This revision addresses errata that have been collected since the last publication.

A CMS Specification for PackBiata

This revision addresses errata that have been collected since the last publication.
A Packet Data Logical Link Contf@tocedures

This revision addresses errata that have been collected since the last publication.

A Packet Data Host Networkterface
This revision addresses errata that have been collected since the last puhlication

March 2019 Project 25 Technology Interest Group 38



2018/2019 Publications (4 of 4) G@Q

Security (2019)

A A revision of the Security Services Overvieacument
This revision merges a previously published addendum with the parent document

Alir Interfaces (2019)

A Arevision to theTrunkingControl Channel Messages standard was
approved for publication.
This revision addresses errata that have been collected sintasth@ublication.

March 2019 Project 25 Technology Interest Group 39
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Work inProgress (1 of 4) @

Air Interfaces

A Creationof a High Signal Strength Intermodulation Rejection Tissin
progress.
This test will measure the ability of a P25 or analog conventional FM receiver to
reject an unwanted broadband base station signal, thereby preventing degradatior

to the reception of a desired signal. Performance specifications are expected to
follow completion of the measurementethod.

A Arevision of ANSI/TIAO950. & wS|j dzA NB Y S+¥PawéredF 2 NJ
Portable Land Mobile Radio Applications in Class I, II, and IlI, Division 1,
| T F NR2dza o/ f | ié;ﬁnﬁr&'g?eﬁ.lv?b [ 201! 67\2)/51(5(
UL is proposing improvements/clarifications to the document regarding electrical
protection parameters

March 2019 Project 25 Technology Interest Group 40
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Work inProgress (2 of 4) @

Wireline Interfaces

A Group Regrouping for th@&runkinglSSI/CSSI Standaislin progress.

This work will enable dispatch equipment connected@rtmkinglnfrastructures via
the ISSI/CSSI to control group regrouping services. Note the control channel
messaging for these services has already been standardized.

A A new Interoperability test standard for Trunked ISSI Supplementary
Data Servicess in progress.
This document will provide a standard set of tests for validating interoperability of

Supplementary Data Services (Emergency Alarm, Calléibperating across a
Trunked ISSI.

March 2019 Project 25 Technology Interest Group 41
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Work In Progresg3 of 4) @

Security

A Definition of a Link Layer Encryption Security Senigé progress.
This is the first big new technology upgrade for improved Security for all air
interfaces of P25. It protects control channel control messages, and hides group
and individual IDs.

A An addendum to the Key Fill Interface standaslin progress.
This will enable Key Fill Device (KVL) interface to a KMF, an Authentication Facilit
and another Key Fill Device

A An addendum to the Over The Air Rekeying Messages and Procedures

standardis in progress.

This will allow single key radios to use any Encryption Key ID and will allow multi
key radios to use any Encryption Key ID in order to ensure interoperability betweel
single key and mukkey equipment.
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Work in Progresg4 of 4) @

Security (cont.)

A Anaddendum to the Over The Air Rekeying Messages and Procedures
standardis in progress.

This will allow single key radios to use any Encryption Key ID and will allow multi
key radios to use any Encryption Key ID in order to ensure interoperability betweel
single key and muHiey equipment.

Broadband

A Definition of 3GPP Mission Critical standard services interworking with
TIA Land Mobile Radio standard serviaesn progress.

This document will describe interworking of features (example; group and
individual calls) that are common between 3GPP LTE standards aiduARing
P25 Conventional and Analog Conventional FM LMR standards.
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ATIS/TIA Joint LMR LTE Joint Projec!
Committee Status Update

Andy Davis

Chairman; TIA T& Mobile and Personal Private Radio Engineering Committee
Sr. Resource Manager; P25 Standafdstorola Solutions
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2006 inwhichl KS (¢ 2 {t6jbirdly spdnssiakdS
work cooperatively in the development of joint standards
documents that are of mutuadl Y § SNB & G ¢ ©

A ATIS; Alliance for Telecommunications Industry Solutions is a
Standards Development Organization (SDO) develops
technical and operational standards and solutions for [th&
(Information and Communication Technologi@sdustry
(members include manufacturers and user agencies such as APCO)

A TIAc Telecommunications Industry Association is a Standards
Development Organization (SDO) that develops voluntary,
consensudased industry standards for a wide variety©f
products(members include manufacturers and P.S. Agency reps)
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Critical (MC) and LMR services in 2012
AW2AYO tNR2SOU /2YYAUGGSS 1y20y

A This included Tetra, P25 Conventional, P28kingand TIAG03
based Conventional Analog FM service

AlnHnmn ¥ GKS W aw[¢9 I3INBSR |
JLMRLTE until the LTE part of MCPTT w@&HHSs more
developed

A In 2015 work resumed that created documents defirfhgy/R
terminology and high level service descriptions

A Provided to 3GPP in 2016

A In December 2017, JLMRLTE work resumed

A Primary participants are 3GPP member representatives, TIA
member representativedsirstnet AT&T
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ATIS/TIA JLMRLTE Status (1 of 7) %\Q

o
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A Current ATIS Issue statement (WIBGIRLTE017
00001RO001) excerpt

This issue statement proposes that ATIS WTSC (SN and RAN) initiate wc
with TIA TE8 (TR8.8 subcommittee) to develop joint ATIS/TIA
specification(s), with ATIS as the lead Standards Development
Organization (SDO).

Joint ATIS/TIA specification(s) on Use Cases, requirements, architecture,
call/message flows, and implementation guidelines would be developed
that define interworking of standard interfaces for published or future TIA
LMR standards to the 3GPP interworking specifications. The JPC shall
coordinate with 3GPP and TIA committees to identify and address gaps
and evolve those standards ascessaryn support of this issue. As
application and service protocols evolve, the work should accommodate,
In so far as is possible, interoperation of new broadband public safety
features with new features of T4202 and TI1A03 conventional FM
systems.
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ATIS/TIA JLMRLTE Stafdof 7) %@0

A Current work item WTSA@LMRLTEZ01900001R001 title:
Aa{lddzReé 2F LYGSNB2NJAYy3I 0S06SSyY
alAdairzy [/ NAGAOFET { SNIBWAOSAE
A Scope excerpt:

This document contains scenarios and considerations for the use of a 3G
Release 15 Interworking Function to enable interoperability of services
between a 3GPP MC system and a-bi#sed LMR system. For the
purposes of this document there are three distinctbdged LMR systems
that will be examined, namely: P25 trunking, P25 conventional, and TIA
603analogconventional FM.

NOTE: This document is intended to describe how that 3GPP Interworking
Function may be used to enable interoperability of those services that
are common between 3GPP MC systems and each of the three TIA
based LMR systems mentioned above. Interoperability of services
between 3GPP MC systems and TETFB#sed LMR systems are
outside the scope of this document.
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ATIS/TIA JLMRLTE Sta(@f 7) %@0
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A 3GPP Release 15 and 16 documents define:

A
A

Interconnection of 3GPP LTE Mission Critical Systems
Interworking between LTE and ndifE Systems

A The 3GPP Interworking architecture defines an Interworking
functional entity (IWF)

A

To T I

Adapts LMR Systems to mission critical systems via the IWF
Interface and supports interworking between LMR systems and
missioncritical systems

From the 3GPP side, the IWF acts as another MC System
From the LMR side, the IWF acts as another LMR System

The IWF is the functional entity responsible for conversion of
media and control signaling between LTE and LMR technologie
to enable interoperable services
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Conventional FM L603
LMRsystem
IWF1, IWF2, IWFR3 )
IWF MCservice
L1022
TIA-102 L102T
LMRsystem

L6031 TBD interface to Conventional analog FM system
L102C 1 TBD Iinterface to P25 Conventional System
L102T i TBD interface to P25 Trunking System

IWF-1, -2, -371 Interfaces to 3GPP Mission Critical (MC)
System Services
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ATIS/TIA JLMRLTE Staftisof 7) %@0
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A Currentphilosophy of the JLMRLTE document:

A Describe how common services (features) may

Interwork (interoperate)

o0 Do not prescribe a particular LMR interfaces to the IWF although ISSI/DFSI
are likely candidates

0 Do not prescribe specific 3GPP or TIA messages to or from the IWF
0 Do not prescribe specific TIA devices that may interface with the IWF

A High level identification of message translations that are
needed for interworking

A High level identification of media translations that are
needed for interworking

ALRSYUATE A&dadzSa dacC2NJ Cdzi dzN.
resolved
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oArchitectural considerations and assumptions
oFunctional models

oAddressing

o Deploymentmodels

oFeatures and scenarios

A Architectural considerations and assumptions section
provides high level descriptions of how services operate

A Features and scenarios section provides descriptions and
generic message flows for establishing, maintaining and
terminating interworking services
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Thank You

Andy Davis

Andy.davis@motorolasolutions.com

Chairman, TIA TR-8 Mobile and Personal Private Radio
Engineering Committee

Sr. Resource Manager, P25 Standards - Motorola Solutions

’ ° MOTOROLA
SOLUTIONS
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P25 Security

New Standards, Applications, and
Interoperability

Jeremy Elder,
Director of Integrated Platforms, Harris

Presented by:

PTIG The Project 25 Technology Interest Group
www.project25.orgc Booth 2761
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P25 Encryption Standards Update ,@g

A Link Layer Encryption (LLE)
0 Problem Statement
o0 Solution Overview
o Standards Update
o Important User Considerations

e Project 25 Technology Interest Group .



LLE Problem Statement

P25 Link Layer Encryption helps ensure:

A Integrity ¢ How can you know the message has not been altered?

o Specifically Replay Protection ensures that a message cannot be resent later
an untrusted source

A Confidentialityc How can you be sure that the message is only received
by the intended parties?

A Key Distributiong Do the initiating and receiving parties have the means
to securely communicate?
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LLE Problem Statement @

A P25 Eneo-End Encryption for voice calls and packet data protects the
contents of the transmission

A Endto-End Encryption by itself does NOT protect against intercepting the
Identities of the parties involved in a call

o Initiator of a Call (Typically a User ID)
o Target of a Call (Typically a Group ID but may be a Supergroup or another Use

From: Jeremy

" 7o Bil

Message:
Q@#3$%DFG%"&

NS
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LLE Problem Statement @

Current state of P25 systems:

A Control signaling messages on traffic channels and conventional channels
are not protected.

A P25 trunking control channel messages (inbound & outbound) are not
protected.

A This includes:

o User Registration/Group Affiliation, Service Requests & Channel
Assignments

o Supplementary Data Services such as Status Update, Short Message, Rad
Unit Monitor, Unit Inhibit

John has arrived
. on-scenel
Status Update

am on-scene Interception ﬁ 4
b
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Protected Protected Protected

Trunking Ste U Q)  Direct Mode U Transparent Repeater U

/V /1/

Protected Protected

Trunking Ste SU] OMN Infrastructure Conventional Fixed v

Other RFSS Network Sation
Infrastructure
Trunking Conventional

A LLE only protects the air interfaaesaothing wired

A adt NG S

March 2019

OUSREé¢ YSIya OGKI G
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LLE Solution Overview

Gonventional
Fixed
Sation

Infrastructure Conventional

Fixed Network

Sation

March 2019

Control

A
v

Channel
FDMA CAl

A
A

Traffic Channel
TDMA

A
A

Traffic Channel
|

|
FODMA or

A

A
A

TDMAWC

FDMA CAl: Conventional (Direct

A

- Mode)

FDMA CAl: Transparent

Repeated (aka Conventional
Repeat (Smple))

FDMA CAl: Conventional

(Fixed Network)

Link Layer Encryption

Project 25 Technology Interest Group
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Protected (P), Unprotected
(U), and Legacy (L) SU can all
co-exist on the same
channel/site/system

Protected: Supports LLE and

0]
IS operating with LLE
o Unprotected: Supports LLE,
but is running without LLE
o [ SAFOBY 52SayQ

All existing P25 channel
types are supported
including TDMA CC

60



Key Management for LLE
Important Concepts:
A The Link Encryption Facility (LEF) securely stores & distributes LLE Crypto materi
A LLE Key Management provides for a hierarchy of keys and multiple key distributio
methods. There are 3 types of LLE key distribution in the standard:

o Broadcast key distribution: provides an efficient method for SUs to be efficiently key
managed

o Group Key Distribution: provides a method for groups of SU to be efficiently key
managed

o Individual key distribution: provides a method to provision keys to an individual SU

I al
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Broadcast Key Distribution

(o4

W Important Concepts:
e A Root Link Encryption Key (RLEK)I LLE
| operational Keys within an LLE Domain are

derived from the RLEK
é Trusted 5U

A Broadcast Keys are derived using
cryptographically sound methods from the
Trunking (e g Home3sU,
Sites | ang Term Visitors)

LLE Sey Facility (LEF]

RLEK (CLEKs & STEK/STAK)

A Operational Keys can be securely
RAAGNAROMzASR 2@SNJ (K
SAa0NAOdzIA2YE O. Y50
trunked sites

Key

Raoot LLE Key Distribution

{RLEK)

Update Parameter ——m -
Derivation

é i Notes:
n Link K . .
e Distrbution A Key derivation methods ensure that the
(cLex) e e sy encryption keys used on each conventional
Visitors) channel and trunked channel are unique
SitefChannel Key . . .
nformation Derivation A Crypto synchronization uses a time value t
LINE A RS GaNBLI | & LINR
Gte Lk L A If the RLEK is compromised, all sites &
Security Keys ee.F5l radios must be rekeyed
[STEK,STAK) Trunking Conventional
Sites Fixed Stations
March 2019
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Individual Key Distribution /)

LLE Key Facility (LEF)
of Conventional LLE Domain

LLE Key Facility {LEF)

KeyFill I/F /\ - X _ of Trunking LLE Domain 1
’ X5 eyFill/e ) LLE Key Facility {LEF)
IKI S s § KeyFil |/F of Trunking LLE Domain 2
— S
F25 KMF
(5U1)
P25 KMF P25 KMF
of 51 of SU2

N

Keyfill Device
of sU2

OTAR or
KeyFill

A

Keyfill Device
of sU1

ReyFill /F oran y"ﬁ” L ‘ /
‘ su2
(isitng Daman 1)

SUL suz2 {Home)

Conventional Trunking

A OTAR & KFD interfaces can be utilized to distribute Individual Keys (ILEKS) to indivic
¢ especially for initial onboarding

A LYRAOGARdzZf YSéa Oly 06S aSOdzNBf &
from conventional or trunked sites

March 2019 Project 25 Technology Interest Group
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LLE Affected Standards

LLE standardization is a major effort with many impacts on existing P25 standa

TBD Link Layer Encryption Overview

Layer Encryption
Trunking Control Channel Formats

Trunking Control Channel Messages
Trunking Procedures

Conventional Procedures

Description
FDMA Common Air Interface

ISSI Messages and Procedures
Fixed Station Interface

KFD Interface Protocol

TBD

OTAR Protocol

March 2019

Key Management Messages and Procedures for | New detailed specification describing key Draft document in ETC

New Overview document for LLE Ready to move to
TR8.3
management for LLE by 3/31
Modification of formats for LLE control channe  Ready to move to
TSBKs and MBTSs. TR8.3
Addition of ISPs and OSPs in support of LLE Draft document in ETC
operations and LLE key management. by 3/31

Addition of procedures for LLE operations.

Addition of procedures for LLE operations.

Phase 2 Tw&lot TDMA Media Access Control Lay Modification of formats and descriptions of LL ~ Ready to move to

operations. TR8.3
Addition of new LDUs and packet data format Not started
for LLE operations.

Addition of intersubsystem information in Not started
support of LLE key management.

Addition of messaging and procedures for LLI Not started

key management.

Addition of messaging and procedures for LLI In-Progress; Covered
key management. Later
Addition of messaging and procedures for LLI Not started

key management.
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LLE Important User Considerations @
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A'LIRFOSa (G2 tup aldlFyRIFENR&E F2NIJ[[9
require LLE

A[T[9 o6Aff &adzLILI2 NI AYOGSNRLISNIOATAGER
support LLE and subscriber units that support LLE on the same network

o For example in P25T, the standards will support a mix of protected &
unprotected groups operating on the same site

A Key management is designed to be as seamless as possilgigorting
distribution of future keys before they take affect

A Protection of the RLEK (& derived CLEK) is very important

A There is still some time until the standard is publishedjuipment
conforming new standards are typically availablelB2months after
publication
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P25 Encryption Standards Update

A Key Fill Device (KFD) Addendum
0 Scope of the Addendum
o Status of the Addendum
o0 User Considerations

March 2019 Project 25 Technology Interest Group
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KFD Addendum Scope ST
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A Enhances interoperability for P25 encryption by providing standbeged
Interfaces between a Key Fill Device (KFD) and the following:
o A Key Management Facility (KMF)
o0 An Authentication Facility (AF)
0 A Link Encryption Facility (LEF)
o Another KFD

Key Managemeft Facility KME-KFD

T~

1
AF-KFD
KFD-MR

//Key Fill Device P25 Subscriber Unit

LEF-KFD

/ KFD-KFD

AuthenticatiorrFacility

Link EncryptiofFacility ~ Key Fill Device

March 2019 Project 25 Technology Interest Group



KFD Addendum Status lﬂ/\g‘

A Much simpler standards update than LLE!

Key Fill Device (KFD) Interface  Being worked in ETG
Specificatiorg Addendum 1

March 2019 Project 25 Technology Interest Group
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KFD Addendum User Considerations ‘,@g

A TODAY: Interfaces between KMF, AF, and KFD and the KFD are
proprietaryt presenting challenges for interoperability between different
P25 manufacturers

A There is no impact on the interface between the KMF and SU with this
change allowing support for legacy devices with new/updated KFDs

A There is still some time until the standard is publishedjuipment
conforming new standards are typically availablelB2months after
publication
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Las Vegas, Nevada
March 5, 2019

Thank You

Jeremy Elder,
Director of Integrated Platforms, Harris
jelder@harris.com
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P25 Standards Update P25

Encryption Update and Best Practices for
Interoperabllity

Alan Massiec FBI
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P25 and FBI

FBI Shared Land Mobile Radio System (SLMI
A A nationwide P25 VHF Conventional syster
A CONUS, Puerto Rico, USVI

A Cores located in Denver and Quantico
A Shared resourcesATF, DEA, FBI, USMS
A9l OK ! ASyOe Kl a 2¢y 5AaLl GOl
A FBI alone has approximately 47,000 SLMRS subscribers

A FBI Operates two former DOJ IWN VHF Trunking sygtems
NCR & PNW

March 2019 Project 25 Technology Interest Group



P25 Feds and Encryption =

FBI Shared Land Mobile Radio System (SLMI
A Federal Information Security Management/
A SLMRS received ATO Oct 2016.

A Federal InformatiorProcessing Standards

A FIPS 14Q, AES Standard FI®$97, Nov 200..

A FIPSL40-2 precludes the use of unvalidated cryptogragbythe cryptographic protectiorof
sensitive or valuable data within Federal systems. Unvalidated cryptography is viewed by NIS
as providingho protectionto the information or data in effect the data would be considered
unprotected plaintextlf the agency specifies that the information or data be
cryptographically protectecthen FIPS 148 is applicable. In essence, if cryptography is
required, then it must be validated.

A With the passage of the Federal Information Security ManagementA8MA of 2002, there
IS no longer a statutory provision to allow for agencies to waive mandatory FIPS

A FIPS 48, DES was withdrawn May 2005.
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P25 Feds and Encrypted Interop @

OOOOOOOOOOO

FBI and other federal agencies/departments
A Are obligated to seek FISMA compliance
A In the case of Encryption that means FIPS
A That means it cannot be DES, or RC4 varic
ASoci2z LINPY2US SYONEBLI o i ny O0SI
A Please consider using AES

A Note recent CAP AP/DHS rules on4standard encryption

A Ponder how long DES may remain in P25 Standard?

A Encrypted Interop with Feds the justification you need?

A DHS/CBP/NLECC distributes interop key material

March 2019 Project 25 Technology Interest Group



P25 Feds and Encrypted Interop

FBI and other federal agencies/departments
Alas 2F | .t b2D &d essorial
A { [ b QGhelmenable encrypted interop

A NLECC will help you with getting Key mate
A NLECC OTAR Team Supervisor David Mo
A Call NLECC at 4975-19660r 877326532

A Email NLECC at NLBESOC@cbp.dhs.gov

March 2019 Project 25 Technology Interest Group
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National SLN Assignments
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10
11
12
13
14
15
16
17

18

19

20

DES
AES
AES
DES

AES

AES

AES
DES
AES
DES
AES
DES
AES
DES
AES
DES

AES

AES

AES

Public Safety Interoperable
Federal Interoperable
Public Safety Interoperable
Federal Interoperable

National Law Enforcement State and
Local Interoperable DES

National Law Enforcement State and
Local Interoperable AES

US — Canadian Fed Law Enforcement
Interoperability

US — Canadian PS5 Interoperability
National Tactical Event
National Tactical Event

Multiple Public Safety Disciplines

Multiple Public Safety Disciplines

National Fire/EMS/Rescue
National Fire/EMS/Rescue
National Task Force Operations
National Task Force Operations

National Law Enforcement Task Force
(one time only operation)

National Law Enforcement Task Force
(one time only operation)

Federal — International Law
Enforcement Interoperability

Public Safety — International Law
Enforcement Interoperability

Project 25 Technology Interest Group

ALLIOD
FEDIOD
ALLIOA
FEDIOA
NLEIOD

NLEIO A

FED CAN

USCAN PS
NTACD
NTACA
PSIOD
PSIOA
NFER D
NFER A
FEDTFD
FEDTFA
NLETFD

NLETFA

FED INTL

PS INTL

Annual
Annual
Annual
Annual

Static

Static

Static

Static
Single Event Use — Not to exceed 30 Days
Single Event Use — Not to exceed 30 Days
Static
Static
Static
Static
One time use as needed for Special OPS
One time use as needed for Special OPS

One time use as needed for Special OPS

One time use as needed for Special OPS

When needed by operational requirement

When needed by operational requirement
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P25 Feds and Encrypted Interop @

OOOOOOOOOOO

The bestforlast{ [ bk / YwQa
A{[ bQa I NB 2 goin@sbatdedndz.y
KMF and subscriber radio during OTAR
A{[bQa KI®S y20§KAyYy3
decrypt a message (Key, KeyAll;1Ddo matter)

A SLN deconfliction is only relevant within the context of your
KMF/OTAR environment.

A If you want to interoperate with a subscriber that gets key
from another KMF as long as you have the same Key, Key ID
and ALGID, you will communicate.

March 2019 Project 25 Technology Interest Group



March 2019

International Wireless and Communications Expo
Las Vegas, Nevada
March5, 2019

Thank You

Alan Massie; FBI

Project 25 Technology Interest Group

SSSSSSSSS

C01ygwy ¥

78



ss .
RELE Sq
\ X

W
‘\h\/)
N\ -
o ~
Yy > '

R
>

\
o0

\G!TA,

3

(o4 .
\
001ygwy VY

P25 Implementation in the U.S. Coast Guard

Keith LaPlant
Telecommunications &
Interoperability Prgm Mgr
U.S. Coast Guard
Miami, FL
(305) 415-7007
Keith.H.LaPlant@uscg.mil

Project 25 Technology Interest Group
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Legacy Capability @

Analog wideband coverage of marine band channels deployed
nationwide in early 1970s

Motorola 6 channel consoles

Mixed deployment of nosstandard VHF transceivers at 300
radio sites

Spectra mobile an&abreor MX-300R handheld radios

March 2019
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RESCUE 21 P25

1994 Requirements documenting need for increased capacity
and better coverage

1995 Acquisition project chartered to modernize the National
Distress and Response System

2000 Phase | contract awarded

2001 Contractors demonstrate ablility to meet critical design
criteria
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2002 Phase Il awarded to General Dynamics
2005 Rescue 21 10C in Atlantic City NJ and the Eastern Shore:

2012 32 of 37 Sectors are operational, 253 Remote Fixed
Facilities on air

2017 Alaska and Inland Rivers Sectors complete with modified
R21 architecture
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RESCUE 21
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P25 chosen as core of new radio system
A Established standard

A Vendor agnostic

o Subscriber base is mix of Motorola, EF Johnson, HarriRainal
radios

A Easier to draft specifications when standards are already
defined

A P25 standards support some core R21 requirements such
as OTAR and AES encryption
o VHF and UHF channels are OTAR capable nationwide
o Single KMF supports OTAR for 13,000 plus subscribers
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RESCUE 21 P25
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P25 faclilitates increased interoperability

A P25 conventional channels (correctly programmed) work across an
network regardless of vendor

A Use of a NAC eliminates confusion about CTCSS v CDCSS

A CG is expanding the purchase and use of dual or baitd radios
many of which include P25 trunked capability
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What is RESCUE 21 P25

Rescue 21 is a command, control, and communication system
that supports all US Coast Guard coastal missions, with emphas
on Search and Rescue (SAR) and Homeland Security

A Maintains compatibility with legacy maritime customers (analog
wideband)

A Implements digital, encrypted tactical channels
A Fully IP based with VolIP from remote sites
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Key Features

A Improved Voice and Direction
Finding Coverage out to 20 NM
offshore

0 U.S. Coast Guard operational
frequencies

o Working frequencies in the marine
band

0 Monitoring of VHH-M distress
channels 16 and 70 in the coastal
zone

A Improved System Availability
99.5%
Enhanced Situational
Awareness
0 Geo Display
o Direction Finding
A Digital Recording
o Instant Playback
o Archiving

What is RESCUE 21

=
00 ygwy ¥

A Key Features
I Interoperability
A Federal
A State

A Local

A National Law Enforcement and
Incident Response _
interoperability frequencies

A Regionspecific mutual aid
frequencies

A DHS first responder frequencies
I APCO Project 25 (P25)
compliant
A P250TARapable
A Clear or encrypted

I Phone patch capability

I 24 x 7 network and system
monitoring and fault detection

March 2019 Project 25 Technology Interest Group
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RFF Configuration @
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VHFFM CH16 GUARD A UHF1

VHF1 I CG P25 CHANNELS
A VHFFM MARINE BAND i UHFFM INTEROP CHANNELS
A CG VHFM P25 CHANNELS i ENCRYPTED OR CLEAR
A VHFFM INTEROP CHANNELS A DIGITAL SELECTIVE CALLING
A ENCRYPTED OR CLEAR (DSC)

VHF2 I CHANNEL 70
A VHFFM MARINE BAND i DIGITAL DISTRESS
A CG VHIFM P25 CHANNELS TRANSCEIVER

A VHFFEM INTEROP CHANNELS A VHF3
A ENCRYPTED OR CLEAR I UNUSED
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Typical RFF

DF Array
(9 element)
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R21 Coverage

NOTE Cowsrsge nogs s depiciad for Bunv s tion purposes ondy

NN srl magn sve nat 1o scate with the US ma et
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R21 Continues to Evolve

wSLI I OSR KINRgFNBE 5L!a 6A0K
Dynamic encryption key selection implemented

A Allows operator selection of any encryption key loaded into system
Sector to Sector handoff implemented
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Telecommunications & Interoperability Program Mgr
U.S. Coast Guard
Miami, FL
(305) 415-7007
Keith.H.LaPlant@uscg.mil
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P25 System and Console
Interoperabllity using thelSSI/CSSI/FSI
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DISPATCHER:

Do they need any additional units...
for that escaped prisoner?
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‘chron Local US & World Sports Business Entertainment Life Jobs

'Extremely dangerous' inmate captured' after manhunt
in Conroe

By R.A. Schuetz, Alison Medley, and Catherine Dominguez Updated 10:25 am CST, Monday, February 4, 2019
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ISSk Harris SR10.
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P25
How many engineers does it take to implement an
ISSI connection?
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MCHD/HC ISSI Network Layout  E

REVISIONS
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Implementation Successes

What works well
A P25 Phase | to P25 Phase3roup Calls W/Unit ID
P25 Phase Il to P25 Phase @roup Calls W/Unit ID
P25 Phase Il to P25 PhaseGroup Calls W/Unit ID
P25 Phase | to P25 Phase Group Calls W/Unit ID
P25 Phase | AES to P25 Phase | &&8up Calls W/Unit ID
P25 Phase Il AES to P25 Phase I} A&#&up Calls W/Unit ID
A P25 Phase | AES to P25 Phase II- &£&up Calls W/Unit ID

All the technical staff and both vendors worked great as a team to have a successful
deployment.

¢KS | dzRA2 ljdzr ft Adeé Aa FYlFITAy3ax GKS dzaSN
al LIWAY3I ¢Ff1 DNRdzLJa 20SNJ L{{L ¢2NJSR 3

p S S S S S
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Implementation Challenges &€
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Implementation Challenges
A +SNE FS¢66 AG9ELISNRASYyOS&aé¢ {dwa2SO0i0 YI
A Vendor documentatiorg Language barriers
A b2 =SNAHTRIRELAI 26
A Single IP vs. MultP ¢ Affects ability to implement resiliency

Operational Challenges

A Emergency Clear/KnOdeOVmﬂ)ject 25 InteiRF Subsystem Interface Messages and Procedures
for Voice, Mobility Management, and RFSS Capability Polling SerA@sndum 1- Group Emergency Behaviors
TIAL102.BACA-1)

Automatic Roaming Adjacency Is not passed via ISSI

SuperG routPatching(|53| Messages and Procedures for Group RegroupiriZIBACG)
SimulSeledMulti -select(|35| Messages and Procedures for Group RegroupiriZIBACG)
Aliasing (subscriber and Talkgroups)

A GC2NBAIYE Cad qReAuUfeS Rad patdhihgl 3 N2 dzLJa

o o T I

Q-\S G

N-v < < O"f;
MCHDZ PN
CHDZ " ISST (el

TEX A2
Project 25 Technology Interest Group 101
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ISSI/CSSI Focus Group

A Alberta First Responder Radio

A Established in 2016 under the FPIC . Sommunications System |
A Connecticut Emergency Services and Public
to eXplore the ISSI/CSSI teChnC)lOgy Protection Department
; : ; H. A Department of Information Technology
environment including but not limited County of Fairfax, Virginia
{o: A Department of Interior, Bureau of Land
. . . Management
A  Successfully connecting single and A Federal Bureau of Investigation
multiple manufacturer ISSI or CSSI A Harris County Public Safety Technology
systems ) Services
) A lowa Statewide Interoperable
A Collecting user and manufacturer ~ Communications System Board

A Missouri Department of Public Safety
A Montgomery County Hospital District TX
A  Troubleshooting methods A New York Metropolitan Transportation

. Authority Police Department

implementation procedures

A Identifying best practices A Oregon Department of Transportation
B _ A State of New Jersey Office of Information
A Serves as the voice for the ISSI/CSSI Technology

i . : . A U.S. Coast Guard
community and is actively working

with manufacturers to improve
standards for interoperability

Federal Partnership for Interoperable Communica
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ISSI/CSSI Focus Group

A Hosted three user-focused working sessions to facilitate information
sharing and on-going dialogue among participants

A Meeting participants included public safety communications professionals
and | SSI/ CSSI manufacturerso repr es

A Past meetings
A May 2016 i Denver, CO
A September 2017 i Arlington, TX
A July 20181 Denver, CO

A Next meeting tentatively planned for summer 2019

Federal Partnership for Interoperable Communica
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On-going Efforts

A The action items from the in-person meetings resulted in the
establishment of three Product Development Groups

A Best Practices PDG
A Information Sharing PDG
A Features & Function PDG

Federal Partnership for Interoperable Communica
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ISSI/CSSI Best Practices PDG

A The Best Practices guides are a collaboration among the ISSI/CSSI user
community to establish references for planning an ISSI or CSSI
implementation

A Volume | addresses pre-planning, partnerships, and governance and
was recently published on the DHS CISA website

A Volume Il is currently under development and will cover topics including:
A Stakeholder Engagement
A Technology
A Policies and Additional Governance
A Maintenance & Upgrade Planning

A User input and feedback continues to be essential. To participate, send
an email to FPIC@hg.dhs.gov

Federal Partnership for Interoperable Communica
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Information Sharing PDG

A Homeland Security Information Network (HSIN) portal available for on-
going participant collaboration

HSIN

Libraries
ISSLICSSI
Implementation 101
and Fundamental
Learning

Eest Practices
Issues and Solutions
Pre-flanning Support

Additional
Implementation
Resources

3S1/CSS1 User Focus

551 Working

Discussions
ISE] Discussion
CESI Discussion

Bulletins

Lists
ISSICSSICalendar

Homeland Security . . e g et
Information Merwork yDinectary | HSIN 1y HSIN rships .

*‘;-.
ole %Il'!g

DEC Conmect
nterface

stem I
Yk

¥ ™
FPIC
N =
o g whie € sl
Welcome to the Inter RF Sub-System Interface (I1SS1)/Console Sub-System Interface (CSSI) User

HSIN Community of Interest!

This community encowrages the sharing of information to educate the ISS1/CSS] user community about the ISS1/CSSI environment to promote successfil implementation and system operations. Please note, this community is
a safeguarded internal tool.

Please use the bultons below 10 access a varniety of ISSHCSSI resources intended 10 support system implemeantation and operations,

If you would like to join the FPIC 1SSUCSSI User Focus Group to explore or share |1SS1CS 5] project implementations, please
email the FPIC@hg.dhs.gov,

For assistance with your account, please contact the HSIN Help Desk at 1-866-430.0162 or HSIN. Helpdesk@hg.dhs.gov.

ISSI/ICSSI Implementation 101

and Fundamental Learning

Pre-Planning
Support

Addition
Implement:
Resources

Best Practices SICT ISSIfCSS User ifcss!
Solutions Focus Group Wol Group

Federal Partnership for Interoperable Communica
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HSIN Example Library

HSI Homeland Security - ” Sy e
Site Actions | Browse | Page Information Network Community Directory | HSIN Central | My HSIN

Memberships /

Libraries

1SS1/CSSI L] Type Name Modified Modified By
Implementation 101 - 20180607_ISSI CSSI Fact Sheet_FINAL_508C e
and Fundamental <

Learning * 20150130_ISSI CSSI Primer_FINAL_S08C Kameron R. Gonzalez
Best Practices = Uploading Instructions for HSIN Portal (002) 31/2018 11:02 AM Brian Heitman

Issues and Solutions @ Add document
Pre-Planning Support

Additional
Implementation
Resources

ISS1/CSSI User Focus
Group

1SS1/CSSI Working
Group

Discussions
ISSI Discussion
CSSI Discussion

Bulletins

Lists

ISSICSSICalendar

Federal Partnership for Interoperable Communica
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ISSI/CSSI Features and Functions PDG

A Conveners: Steve Dyson (Texas DPS) and Rick Iverson (Oregon
Department of Transportation)

A Purpose: To develop a manufacturer neutral list of priority features and
functions needed to achieve interoperability across ISSI/CSSI
(manufacturer neutral), as well as understand current use of said features
and functions

A ISSI/CSSI User Survey released in two iterations by Texas Statewide
Interoperability Coordinator (SWIC)
A Version 1.0: Fall 2018, received 76 total responses
A Version 2.0: Winter 2019, in progress

Federal Partnership for Interoperable Communica
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Survey Version 1.0 Results

A Distributed to several user groups: NCSWIC, SAFECOM, FPIC, P25
UNS, SWBCWG, and NPSTC
A Respondent details
A Majority of the 76 respondents were state and local users

A About 43% of respondents have an operational ISSI, 18% have an
operational CSSI, and 53% have neither

Federal Partnership for Interoperable Communica
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Survey Version 1.0 Results: Demographics

Respondent Agency Breakdown by Jurisdiction Level

State / regional;
17

Other; 2. B
Federal agency; r County / city /
4 township; 49

Tribal / territorial;
2

Federal Partnership for Interoperable Communica
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Survey Version 1.0 Results

ISSI Implementation Status If no ISSI, do you plan on
implementing ISSI?

18 23
Yes No

If no CSSI, do you plan on
\ iImplementing CSSI?
3, 4%

41
13
e I L
Yes No

= |[SSI Only = CSSI Only
ISSI & CSSI = No ISSI/CSSI

40, 53%

Federal Partnership for Interoperable Communica
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Survey Version 2.0 Purpose

A Version 2.0 includes questions to capture more specific demographic
iInformation and clarifies features that may have been confusing to survey
respondents in Version 1.0

A Current Status: Texas SWIC distributed survey to NCSWIC and
SAFECOM i please request survey link if have not received it

A Close date March 25, 2019

A Feel free to forward to any public safety emergency communications
users, particularly those with ISSI/CSSI implementations

A Remember the survey may take up to 20-30 minutes to complete

Federal Partnership for Interoperable Communica
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Recent Publications

COM FEIC S W (:

Inter-RF Subsystem Interface (ISSI) Fact Sheet
at is an
The Intes Radso Frequency (RF) y o based i
v e 156 apabie Popect 2 (P25) saerhs o o gl

A ISSI Fact Sheet

A ISSI/CSSI Primer

A Provides a high-level overview of a broad
range of introductory topic areas relevant
to ISSI and CSSI

A Published in February 2019

Project 25 Inter-RF Subsyste
and Console Subsystem [
Primer

A Best Practices: Volume |

A Provides best practices observed during
the initial planning stages by local, county, -
regional, and state agencies sarECoM
implementing ISSI/CSSI Sl Sk ot (5

A Published in February2019 | .

] Best Practices for Planning and Implementation
of P25 Inter-RF Subsystem Interface (ISSI) and

P
SAFECOM i€ NCswiC

Federal Partnership for Interoperable Communica
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est Practices: Volume

A Includes a one-page Best Practices Appendix5: gestPractices Checki

This appendix is meant to serve a single page checklist of things to consider as agencies work through
pre-planning and partnerships and governance. It is meant to prompt practitioners to ask questions and

Checklist that address pre-p lannin g Conader stegc ement tht iy ot be aveiookd

Pre-Planning

a n d p art n e rS h i p S an d g Ove r n an C e o [ojt?\aerrl‘;taa:::;;:::d purpase and underlying mativation for pursuing ISSI connections to and from

o Identify potential partner agencies or jurisdictions and discuss what you want to interoperate, under
what circumstances, for what purposes, and for which individuals or departments
- o Develop a list of actual expectations and derived reguirements that address a potential partner
. agency’s technical and administrative factors that would impact planning and implementation
A E X a m | e S o Conduct a cost-benefit analysis, at minimum identifies capital costs, cost sharing opportunities,
" recurring costs, and expected O&M costs, as well as potential funding sources
o Attend vendors' in-depth technical courses to develop a thorough understanding of what 1551/C55
enabled systems can and cannot do
o Engage with a body, such as the FPIC 1551/CS8] Focus Group, and/or directly with other agencies that

C Clearly articulate the purpose and have similer 1551 cofigurtions o capture essons lcrnc nd ofher bestpractices

Partnerships and Governance

underlying motivation for pursuing I1SSI S S —

Communications Guide for State, Local, Tribal, and Territorial Officials

CO n n e Ctl O n S to an d fro m Oth e r o Engage in open and honest dialogue with potential partners to establish, build, and maintain trusted
relationships
o Embrace a desire to interoperate and recognize and respect the bounds of what can and cannot be
Stake h o | d e rS achieved through an 1551 implementation
Leverage existing governance bodies, as appropriate, to identify potential partners
Select partner agencies or jurisdictions and remain open and inclusive to partners joining later
Al . Coordinate I551 governance with existing system governance, management, and use, as relevant
g A t t e n d V m epm m c h B I @_I I n Examine existing agreements to determine if the option exists to modify existing agreements to
reflect the technical components and coordination reguired for an 1551/CSSI implementation
CO u rS es to d eve I 0 p a th O ro u g h o Manage expectations regarding the technology to be implemented and the scope of the
implementation project(s)
understanding of what ISSI/CSSI enabled e )
o Define roles and responsibilities for each participating agency and potentially individuals or
technical teams from each participating agency

o
o

o Establish an agreed upon and workable governance arrangement with the selected agencies
=}

o

o Draft formal agreements (e.g., memoranda of understanding) and governing documents (e.g.,

Syste l I lS C an a n d C a n n Ot d O o Address the need to assess governance board members’ skill sets at regular intervals to
ensure the current team is adequately prepared to address the current lifecycle needs
o Include language to address board members or representatives continued and active

participation in the group's activities
H H H H Include language to revisit the agreement itself every three to five years to ensure the
g C O O rd I n a_te I S S I g Ove rn an Ce Wlth eXI Stl n g document, underlying agreements, technologies, and assigned parties are still relevant
Address each participating agency's initial and future financial commitments and whether

system governance, management, an d st » commAmers 1 af shaed speratonal PO fot i vt ofthe system(s)and
the expected interactions among participating agencies
use, as relevant

o

o

o
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Thank You

Justin Evans
[evans@mchd-tx.org

Radio System Mgr., Montgomery County TX Hospital District

Greg Jurrens
Greg.jurrens@cts.hctx.net

Senior Manager Technical Operations
Harris County TX

MCH iD-Z
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International Wireless and Communications Expo _@g :

Las Vegas, Nevada 2\
March 55,2019 =

P25Cost Savings and ResourSharing
Overview

Presented by:
PTIG The Project 25 Technology Interest Group

www.project25.org¢ Booth2761

Project 25 Technology Interest Group
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P25 Sharing = Cost Savings

Sharing Scenarios

A Multiple Agencies Join ar§le P25 Systerto sharelnfrastuctureand
operationalCostsExamples Village ¢finecrestL, University PD and EM
Miami FL Area

A Multiple P25 County/Municipal Systems join to creatRegionwide P25
Systemsharing Infrastructure and Operational Costs and expanding
Coverage aregxamples: Hamilton County IN, Washington Capital Region,
GATTRS Austin TX

A Local/Regional P25 Systems joiR2b Statewide Systersharing
Infrastructure and Operational Costs and expanding Coverage area
Examples: Michigan, Ohio, Wyoming, South Carolina

A Adjacent P25 Systems Share Talk Groups to offer Interoperability across
Jurisdictional/State/or National Boundaridsxamples: Ohio/Indiana,
Ohio/Michigan

March 2019 Project 25 Technology Interest Group 117
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International Wireless and Communications Expo ,/\)/l;
Las Vegas, Nevada :

March 5, 2019

N

P25Cost Savings and Resource Sharing

Del Smith

Operations Manager, Alaska Land Mobile Radio
Communications System (ALMR)

Presented by:
PTIG The Project 25 Technology Interest Group

www.project25.orgc Booth 2761
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Drivers for Shared System ,@g :

SOA Emergency Response Commission (SERC) Report sited Alaska
RAAlIFI a0SNBRkYdzidzr £ AR NBaLRyasSa

Many different radio systems deployed throughout Alaska
Need to replace aging equipment
Federal and FCC Narrowband frequency requirements

911/Homeland Defense/Homeland Security & Defense Assistance to
Civil Authority roles and missions

Project 25 Technology Interest Group 119



Cost Benefits to P25 Sharing 4

A Single Large Procurement quantity buys create cost savings from
consolidating subscriber requirements and Infrastructure Costs

A A single Qualifying Technical Group eliminates duplication of purchasing
gualification testing and costs by multiple agencies

A Monthly Costs for System Access are shared across a larger group of
participating agencies typically less than the cost to operate maintain and
update single stand alone systems.

A Monthly Access Fees allow predictable operating Fund requirements and
budgets without the cost for major capital Equipment procurements

A Software Upgrades and Radio programming technology refreshment costs
are shared across a larger base for multiple vendor products.

March 2019 Project 25 Technology Interest Group 120



Cost Benefits to P25 Sharing

A Tower and site maintenance costs are shared by multiple agencies under
single contract

A A larger user base can fund Public Safety Grade infrastructure with
redundant back up equipment

A Radio Frequency Sharing often allows greater system capacity and
additional user access without requiring build out and cost of additional
Infrastructure.

A P25 System Architecture is scalable to allow cost effective design with a
minimum number of sites based on geography and user loading
requirements.

March 2019 Project 25 Technology Interest Group 121
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Prior to ALMR ’/f -

Numerous, small, local stoy@ped conventional systems existed

State conventional repeater system existed primarily along

roadways

U State Troopers
u EMS

u DEC

u Forestry, etc.

Larger local governments (Anchorage, Fairbanks, Juneau,
Ketchikan) operating conventional systems for their agencies, no
interoperability

Military bases operating on NTIA frequencies, no interoperability
with state/local

Project 25 Technology Interest Group 122



Initial Choices ,@g

A Agencies fund, implement, operate and maintain their own
independent infrastructure, as in the past

A Agencies can purchase a few ALMR radios to use when required anc
continue to maintain their own umouse infrastructure

A Federal, state and local governments cooperate to share a P25
standardsbased fixed trunked infrastructure enabling operability
and interoperability for members

March 2019 Project 25 Technology Interest Group 123



SSSSSSSSSS

Drivers for for Sharing @

A SOA existing sites (SATS microwave)

U Saved time and expense, minimum of new sites needed

U DOD funded RF equipment at 41 sites

U Allowed for wide area coverage
A DOD sites

U DOD need for roadway coverage for convoys

U Defense Support to Civil Authorities mission

U Interoperability with NoARDOD, State, Local & tribal

March 2019 Project 25 Technology Interest Group 124
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ALMR System ,@; :

A ALMR is a costhared, VHF, land mobile radio communication

service, encompassing participating Federal, State and
local/municipal users in Alaska, which provides secure, reliable, 24/7
operations by utilizing the latest proven land mobile radio
technologies.

Joint venture made possible by a Memorandum of Agreement,
signed in July 2003, between the Assistant Secretary of Defense for
Networks and Information Integration and the State of Alaska
Commissioner of Public Safety.

Frequencies authorized for State use only, and frequencies

authorized for Federal use only, are jointly and equally shared for
public safety use.

Project 25 Technology Interest Group 125
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History of ALMR Cost Share ,@g

System declared operational July 2008

First Cost Share Cooperative Agreement signed in May 2009
beginning State of Alaska (SOA) fiscal year 2010 (July 1, 2009)

U Owner of equipment pays maintenance of that equipment
U Shared costs split 50/50 between the State of Alaska and

U Department of Defense (DOD)

Project 25 Technology Interest Group 126
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Current Cost Share Strategy ,@g

88%- 12% Variation
U Based on percentage of sites owned

U Rationale: Fair and simple for infrastructure owners and NIOs
alike.

U Facilitates individual NIO situation and equities; provides
flexibility to the SOA and NIOs to agree upon a cost share
method.

U Reduces the SOA cost share responsibility by some percent
(based upon negotiated cost share with NIOs)

Project 25 Technology Interest Group 127
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Benefits of Shared System ,@g

A System covering the large geographic area and number of agencie
could not exist without shared frequencies and infrastructure

Interoperability between member agencies
System at highest security level due to DOD/NIDD participation

Shared costs for system updates

Project 25 Technology Interest Group 128
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ALMR System Satistics @

A 85sites

A 124 member agencies

0 23 Sate

U0 15 Federal Non-DOD
iU 6DOD

U 80 Local/ municipal

A 21,488 subscribers

March 2019 Project 25 Technology Interest Group 10
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International Wireless and Communications Expo
Las Vegas, Nevada
March 5, 2019

Thank You

Del Smith

Operations Manager, Alaska Land Mobile Radio
Communications System (ALMR)
907-334-2636

delsmith@5starteam.net

Project 25 Technology Interest Group
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International Wireless and Communications Expo |’%§

Las Vegas, Nevada q{
March 5, 2019

N

P25Cost Savings and Resource Sharing

Cindy Cast
Radio Systems Manager, Miami Dade County FL
Chairman, Project 25 Technology Interest Group

Presented by:
PTIG The Project 25 Technology Interest Group

www.project25.orgc Booth2761
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Miami-Dade County
P25 Radio System

Miami-Dade County FL

Cindy Cast, Radio Systems Manager

March 2019 Project 25 Technology Interest Group 132



Miami-Dade County @
P25 Radidbystem R

TOPICS

AMiami5F RS / 2dzyié 5SY23IN) LIKAOA&
A P25 Radio User Community

A P25 Cost Benefits for Sharing

A Agency examples for Joining & Decommissioning Systems
A Interoperable Benefits of Shared Systems

March 2019 Project 25 Technology Interest Group 133



Miami-Dade County @

P25 Radidbystem
Demographics D2@Qd  { G NXzO i dzN.
A Over 2.8 million residents A Mayor and Board of 13 County

A Over 2,200 square miles (larger in size Commissioner's
than the states of Rhode Island and A Miami-Dade County Government is

Delaware, and larger in population than  made up of 25 Departments (i.e.
17 states) with over 20 miles of sandy Information Technology Department).

beach
eaches A 1TD, provides technology,

A In 2018, there was over 45 Mlll!on information and business solutions.
Travelers & 16.2 Million Overnight . L :
Visitors A Radio Communications Services

A The County is home to more than 100 D|v_|5|o_n, operates, manages "’?”d
foreign consulate offices, 25 foreign maintains the telecommunication
trade offices, Florida Turkey Point systems to include the P25 radio
Nuclear Power Plant, Southern system, microwave systems,

Command Military Headquarters, US :
Coast Guard Sector, US Airforce Base, OpenSky radio system,
and multiple Federal Headquarters for Conventional radio systems, towers
several agencies frequency licenses, etc.

March 2019 Project 25 Technology Interest Group 134



Miami-Dade County
P25 Radidbystem

Radio User Community (119)
Over 30,000 radio devices

A Local Countpepts 25

A Municipal Police: 30

A Tribal Police: 2

A State Agencies: 6

A Federal Agencies: 14

A NonCounty/NGO: 42

(Schools, Universities, Hospitals, Ambulances, Railway Police, Security Agencies work with Co [! C.)
e
" din

March 2019 Project 25 Technology Interest Group 135



Miami-Dade County @
P25 Radidbystem

P25 Cost Benefits for Sharing

A Purchasing large quantities of equipment creates cost savings
and increase discounts from vendors

A Onegroup responsible for all technical and administrative
aspects of the system (eliminatdaplication ofstaff)

A Operational & maintenanceostsfor system aresharedacross
multiple agencies reduces cost compared to standalone
system (| e. towers mlcrowave antennas, HVAC, generators,

March 2019 ' S Project 25 Technolgy Interest Group 136



Miami-Dade County PR &
P25 Radid&ystem @

Agency examples for Joining & Decommissioning Systems

A Example 1: Village &inecreso DSY SN} f D2 3Qi
A Previously operated on a VHF single site conventional system

o Required Funding for:
i Operational & maintenance vendor contracts

|
T Lease tower contract
|
|

I Limited radio coverage
I Few radio features

A Joined the County P25 radio system (decommlssmned VHF)
o0 Major reduction in funding s e Y
o Eliminated multiple vendor contracts 1 P |
o Increased radio coverage and radio functionality-:- Pect
o Increased radio interoperability e g o i

March 2019 Project 25 Technology Interest Group Palmetto Bav & 0 A T, 437
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Miami-Dade County FDoe
P25 Radid&ystem

Agency examples for Joining & Decommissioning Systems

A Example 2: University PD and EM
A Previously operated on a UHF singite conventional system

o Required Funding for:
' Operational & maintenance vendor contracts

1
I Equipment ortop of library building
1
1

" Limited radio coverage
- Few radio features

A Joined the County P25 radio system (UHF decommissioned)

o0 Major reduction in funding
o Eliminated multiple vendor contracts »
o Increased radio coverage & radio functiona:

March 2019 Project 25 Technology Interest Group



Miami-Dade County /3/‘

P25 Radidystem
Interoperable Benefits of Shared Systems FET ”
SaARSa wSRdzOSR OzaiaXxXgss
A Increasaadio coverage =

A Radios have the shared disaster systems/zones

A Radios have the shared interoperable systems/zones

A Radios have the shared transportable site systems/zones

A Technical experts to troubleshoot issues 2 gQi SYL¥ 28 S
A Technical experts to address questions any agenz:y gQi SY
A Technical support staff 2432 gt $ Y LI

March 2019
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P25 Sharing = Cost Savings
State of Ohio MARCS: County Example

« “Traditional” RFP, Bid, Negotiate, Award Contract

- Would take significant time and effort
» Would result in “isolated” system

« Would require acquisition & development of several
additional tower sites

« Estimated Costs - $18M - $20M

« Partnership - State of Ohio/MARCS

* Replicates existing agreements with several Counties
« Utilizes existing, discounted “State Term Schedule” pricing

. Utilizes 3 existing “MARCS” towers in[_JCounty PLUS
many in surrounding area, as well as over 300 statewide

« Minimizes risks & timeline
« Estimated Costs - $10M - $12M

March 2019
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P25 Sharing = Cost Savings
State of Ohio MARCS: CourtBxample #2

\G\T“l
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Standalone L Core

MARCS Enhanced Local Infrastructure

RF Infrastruchmre Capial Imvestment
Drpatch Consoles
P25 Subsenbers
TOTAL RF Equpment Capsal Cost 58,597,716 57,999,138
Mcrowave Comnectnvaty
MARCS prondes and mamtams

Mrrowave, Ste Emmonment Alarms
& Network Management

User Fee per Radio per Year 50 5240/ year (5120 Subsidized)
[User Fee 11 Years (hased on 1200 users) 50 51,584,000

User Fee Credis (MARCS amranpement) 50 TED

10 vears of mamtenance 62,826,418 5823934

10 years of upgrades 51,587,081 371,045

MMamiam Test, Cvele, Replhce Geperators, Towers, HVAC, County

Grounds &all non-radio site work Responsibility MARCS Responsibility
County

Repairs & Replicement due to Acts of God Responsibility MARCS Responsibility

Total 11 Year TCO $13,011,215 510,778,167
*MARCS Enhanced Local Infra
Credits dependent on configuration
could apply

March 2019
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Thank You

Cindy Cast

Cindy.cast@miamidade.gov

Radio Systems Manager, Miami Dade County FL
Chairman, Project 25 Technology Interest Group
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International Wireless and Communications Expo ,/\)/l;
Las Vegas, Nevada :

March 5, 2019

N

P25Cost Savings and Resource Sharing

Greg Jurrens
Senior Manager Technical Operations
Harris County TX

Presented by:
PTIG The Project 25 Technology Interest Group

WwWw.project25.orgc Booth 2761
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P25 Sharing = Cost Savings
TXWARN: New System Partner

Problem:

A Existing TXWARN subscriber wanted to add additional
capacity and coverage in their jurisdiction.

A Existing subscriber costs approx. 21/ (over 10 years)
Options:
Build a stand alone-8ite P25 UHF systen$6.2M

% Control over system operations, maintenance, growth
No Interop connectivity with 20 agencies on TXWARN

Become a TXWARN System Partner, add 2 $itekM

% Complete TXWARN Interop for the agency
Additional coverage for other TXWARN partners
% Least 10 year cost projection.
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International Wireless and Communications Expo l.,/@;

Las Vegas, Nevada 2\
March 55,2019 =

P25 For the Future

P25 Connections for Emergency Communications
and Mutual Aid

N

Jim Holthaus
Chair: TIA Private Radio Section

Chief Technology OfficerBK Technologies

BK Presented by: :’ ‘A

T_.‘-—-...ECHNOLOGIES PTIG The Project 25 Technology Interest Group ADYANCING GLOBAL COMMUNICATIONS

www.project25.orgc Booth 2761
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P25 Connections for Emergency /)A_
Communications and Mutual Aid @

A P25 Applications For Emergency/Disaster Communic:itions

0 P25 Benefits
0 P25 Ecosystem
o0 Important User Considerations
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P25 Connections for Emergency N
Communications and Mutual Aid P25

A Benefits of Using P25 Mission Critical Radio Equipment
Include

0 Improved performance in background noise. P25 equipment can
achieve 10 to as much as 25 dB improvements in background noise
reduction.

o Improved Coverage P25 Phase 1 technology is about +10dB better
than narrowband Analog for the same delivered audio quality.

o Tone Signaling DTMF, Knox and single tone is now supported.

o Enhanced SignalingTalking Party 1D, Group Calls, ttoHJnit Calls, All
Calls, Emergency Alerts, Emergency Calls, Call Alerts, Radio Check, Re
Unit Monitoring and others.

0 Location ServiceslIntegrated GPS receivers provide location
information.
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P25 Connections for Emergency N
Communications and Mutual Aid P25

A The Existing P25 Ecosystem Enhances Emergency
Communications and Mutual Aid Throujh:

0 Interoperability and Performance Testing:
I P25 CAP Provides an Interoperable Baseline

o Multi-Agency Regional Systems

I Provides Dayo-Day Interoperability Across First Responders and Partners

o0 StateWide Communications Systems
I Regional Interoperabilityalkgroup®lready Deployed

o Local, State and Federal Equipment Caches
I Ability to Direct Resources for Critical Incidents
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Large Geographic Footprint of =)
Interoperable P25 Systems for Emergency @
Communications

P25 List of Systems

PTIG has published Two lists of known P25 Systems in the USA, Australia, Canada, N
Zealand, and the UK.

List of P25 Conventional Systems: 1334

The P25 Conventional systems total is 1334.

List of P25TrunkingSystems: 916

The P29 runkingsystem list has grown from 711 systems November 2015 to 916
systems today.

A Grand Total of 2250 Project 25 Systems
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38 Project 25 Statewide Systems
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Alabama 1% Phase 2 700/800 Maine MSCS Phase 1 VHF Ohio MARCS IP Phase 2 800
Responders Maryland FRIRS | Phase 2 700 Oklahoma OWIN | Phase 1 800
Alaska ALME Phase 1 VHE/700 Massachusetts Phase 2 700/800 Oregon SRP Phasge 2 700
Arkansas AWIN | Phase 1 700/800 CMS Rhode Izland Phase 1 800
Colorado DTRS |PhltoPh2 Michigan MPSCS | Phase 1 700/800 SCN

700/800 Minnesota Phase 1 800 South Carolina Phase 1 800
Connecticut CSP | Ph 1 800 CERN AERMER PALMETTO

Phl 700 Mississippl Phase 2 700/800 South Dakota Phase 1 VEIF
Delaware DPS Phase 1 800 MWIN SRS -
Florida SLERS Phage 1 700 Missourt MSWIN | Phage 2 Tennessee ACN Phase 2 700/200
Hawaii HIR Phase 1 700 VHE/700/800 Virginia STARS Phase 1 VELF/800
Idaho ICAWIN Phase 1 700 Montana MSIRS | Phase 1 VHF Washington State Phaze 2 700
Illinois Phase 2 700/800 Nebraska NSRS | Phase 1 VHF Police -
STARCOM New Hampshire | Phase 1 VHF West Virginia Phase 1 UHF Lo
Indiana SAFE T Phase 1 800 New Jersey Phase 2 700 SIRN
Towa ISICS Phasge 2 700 NIICS Wisconsin WIS Phase 1 VHE/800
Kansas KSICS Phage 1 700/800 North Carolina Phase 1 700/800 Wyoming Phase 1 VHE/800
Louwsiana LWIN | Phase 1 700 VIPER WYOLINK

March 2019
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P25 Connections for Emergency e
Communications and Mutual Aid @

A User Considerations:

o Mutual Aid Agreements
I Prepare Ahead
I Regional ID Planning
I Coordinate Encryption Keys
0 P25 Interfaces
I CAl, Encryption and ISSI Enhance
o V/U/800 Nationwide Interoperability Channg
I Mix of Analog and P25
I P25 Radios are Backwards Compatible with Ang
I Greatest Common Denominator June 2016
o 700 MHz Nationwide Interoperability Channels
I FCC Mandates Use of P25
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P25 Connections for Emergency e
Communications and Mutual Aid A =

A StateWide Communications Systems

0 Regional InteroperabilitfalkgroupsAlready Deployed
I Organized as Homeland Security Regions
I Standardized Interoperability Templates for Each Region
I Program All Radios With All Interoperability Templates

Kansas Homeland Security Regions o 1-PSAP

and KDOT Tower Sites o 2 -MED (Hospitals/Medical)
o 3 =EOQC (Emergency Operations Center|
coeveme | RAVLIS [ B e |NCT — O 4=LE
. B vecarwe | & | s | am | @ TS ooy @ o 5=EMGT (Emergency Mgmt)
CLOUER -
smm: THOMAS B p— R:Bls @ III'ICI':.I_ P v L] ] g :L:IES
b OTTAWA L ] v o -
e NW 13 e | T e L © 8 =PWKS (Public Works)
® Looan GOVE @ | qpecn il 152 » HSEL..- """:"” @ % =channel 8 and on are KHF event channels specific to that zone
SWORTH

GREELEY | waCHITA NESS RUISH BARTON T

. :mr'r u-l L [ * . ® | wamson ] HASE | Loy 5 c4 ':u-

W 12| rmev FAVISE e ® ° COFFEY | parscn | L
HABIL 1001 »® _ka_ SC 9 p—— p—
KEARRN | @ I—_ E STAFFORD ® B e L
a _ L O - % . [ ] HEREERRAHRD ALLHN | mrasenion
:.4 —w
STANTON s‘?::r“;"' CECT R I . EIWA PEATT | pmicham  gEncwick — ;Eﬁ L E T E:UE_:“
SC 10 ITOME[Y
L ] L] [ ] L
morron stevendd sownpp| MESDE | @ leopucws  DARRER | WARPER 5...“ comsy Frthnous LanerTe [REROREE
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State of Florida P25 ID Plan

P25 ID Range:
1-1999,999
1,000,000
2,000,000
3,000,000
4,000,000
5,000,000
6,000,000
7,000,000
8,000,000
9,000,000
9,500,000
9,700,000
9,750,000
9,980,000
9,990,000
10,000,000 +

Assignment:
TBD
Region 1
Region 2
Region 3
Region 4
Region 5
Region 6
Region 7
State Agend
Federal Agg
NGOs/Clls
Transporta
TBD

Statewide
Florida P25 Radio

Identification Plan

Project 25 Technology Interest Group
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Service to Citizens

From unplanned emergencies...

The Blackout 1-96 Pile Up Floods Wildfires Riots Enbridge Oil Spill

A Increased/Enhanced interoperability for first responders
A Shared Services and Consolidation.

A Savings across government by reducing:
I Parallel infrastructure

I Multiple disparate radios ... to planned events
i Operating costs | SN L R |
i Hardware and software costgk . @m

Maintenance costs ; <Ay '( 4’/‘ - T= g 2 ¥ 71 "0
F MIS NASCAR AIIStar Game Super Bowl NCAATournament

March 20&9




Conventional Interoperabllity

ldentify & Adopt Best Practices for Interoperability

A APCO/NPSTC Standard Channel Nomenclat

A Configuration for Interoperability Channels

A Methodology Can be Applied Universally

A Key Parameters e

A RX/TX Frequency Standarg Ef-’a":':'o;:,;,ze?c:atu,e
A RX/TX Network Access Code 'ntempe'l;b;’?tjacfﬁannels

March 2019 Project 25 Technology Interest Group
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Conventional Interoperabllity
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