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WHY UPGRADE/SUSTAIN
WHAT UPGRADES MAY LOOK LIKE

How 1O EFFECTIVELY UPGRADE/SUSTAIN

RADIO SYSTEMS AND SUBSCRIBER DEVICES



WHY PROGRESSIVE UPDATES ARE NECESSARY

INTER-SYSTEM INTEROPERABILITY
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INTRA-SYSTEM INTEROPERABILITY

SERVERS/ROUTERS

SITE CONTROLLERS

FIREWALL/SECURITY

DISPATCH CONSOLES

- COTS

J

EXPANSION | RESILIENCE | FEATURES



INDUSTRY DIRECTION TELE\ATE‘

CHANGES AND IMPACT

* [MIAJOR VENDORS: SERVICES-BASED UPGRADE CYCLE AND
MODEL INVESJMENTS
* POTENTIAL FOR HIGHER OVERALL COST 1015 Yrs

< »

* FREQUENT INCREMENTAL UPGRADES

BENEFITS el

* MORE PREDICTABLE “+. HIGHER ANNUAL COST

e ALIGNS WITH IT AGENCY PHILOSOPHY ** NOMINAL ANNUAL COST

TIME



UPGRADE CONSIDERATIONS AND APPROACHES

SYSTEM VINTAGE

2001 - 2005

Entire system beyond support/EolL
Forklift replacement expected

2006 - 2010

Most system elements beyond support/EolL
Likely forklift replacement
Core/IT/Consoles possibly already replaced

2011 - 2015

Depends on upgrade/license agreements
Core/IT/Console support may have lapsed
Expansion may be limited

2015 -2019

Likely under vendor support and maintenance
plan
Requires licensing plan for sustainment
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RURAL/ SMALL CONVENTIONAL SYSTEMS

((( ’)) e Ability to sustain legacy base
stations/rudimentary ecosystem
* Standardized gateways for third party
consoles — CSSI, FSI, Proprietary

MID-SIZE TRUNKED OR RURAL

(EA? (EA? * Dependent on vintage, user needs, capital

LARGE STATEWIDE/REGIONAL TRUNKED

((‘ ))) ((‘ ))) ((( ))) * Large ecosystem of evolving networks,
applications, user needs

Prudent to adopt full suite of sustainment
plans



NAVIGATING SUSTAINMENT PLANS A

Q\ MAINTENANCE, SUPPORT AND
SUSTAINMENT PLANS

SOFTWARE LICENSES m ? )
&

TECHNICAL SUPPORT

SECURITY UPDATES

SYSTEM MONITORING (NOC)

FIELD MAINTENANCE

MAJOR SYSTEM RELEASES/REFRESH

BASE STATION | RF SYSTEMS




NAVIGATING SUSTAINMENT PLANS

SERVICE

SOFTWARE LICENSE

FUNCTION

Software bugs, minor features
updates
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CONSIDERATIONS

Basic software license likely necessary

TECHNICAL SUPPORT

Diagnosis and troubleshooting
Customer service

Some tech support/customer service is necessary
In-house staff capabilities

SECURITY UPDATES

COTS OS/API/Interfaces/IT
hardware security

LMR systems typically (fire)-walled off; controlled
ingress/egress standalone

Security likely necessary

FIELD MAINTENANCE

Field break/fix/replace/restore
Field diagnosis

Different tiers of service
In-house staff capabilities

Spare equipment availability/Local service shop expertise

[IMONITORING AND NOC

Real-time staffed NOC
Notification only

Does your agency have NOCs for other IT systems

What is your entire issue notification to resolution process

SYSTEM REFRESH

Long-term sustainment

Release and Feature updates

Numerous — Vintage and Size
Agreement term length; exceptions and inclusions

Adoption of planned P25 FEATURES, Expansions,
Reductions
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SUBSCRIBER DEVICES
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SUBSCRIBER DEVICES

A
] $ 10,000
WELL-ESTABLISHED P25
STANDARDS
$ 500
LEVERAGE COMPETITIVE SPACE
................................... >
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SUBSCRIBERS — CHALLENGES AND CONSIDERATIOE

' BASE DEVICE

TRUNKING
LEGACY: EDACS | SMARTNET
ENCRYPTION
FORM FACTOR
GPS
MIL-SPEC
OTAP

BLUETOOTH | WIFI

BROADBAND PTT
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SUBSCRIBERS — CHALLENGES AND CONSIDERATIOE

*  Multiple Tiers
BASE DEVICE * Talkgroup Quantity

TRUNKING

LEGACY: EDACS | SMARTNET

EDACS

{ *  Smartnet
{ +  AES | DES | Other

ENCRYPTION

Single or Multi-key
OTAR
FORM FACTOR

GPS * P25 Standard
Proprietary
MIL-SPEC
RUGGEDIZATION 1P XX
Hazardous Envt Certs

OTAP

BLUETOOTH | WIFI

*  Standard
Proprietary

BROADBAND PTT *  DataOnly
Voice and Data
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DISTILLING NEEDS INTO SPECIFICATIONS 4

THOROUGHLY ASSESS USER REQUIREMENTS

* Meet with your end users within a detailed questionnaire on form, function and feature

GRANULARLY QUANTIFY DEVICE FEATURES

* |dentify how many and which set of features are needed by end user agency
*  Weigh cost benefit of higher number of device types against potential high costs of uniform fleets
*  Assess compromises

EVALUATE MID-TERM ADOPTION OF EMERGING TECHNOLOGIES FOR NON-PUBLIC SAFETY AGENCIES

* Assess your timeline for replacement and ability to sustain older devices
* Consider when and whether broadband devices will be suitable for certain public service or works agencies

UNDERSTAND SUPPORTABILITY OF YOUR DEVICE PORTFOLIO
* Determine how long current and planned devices can be supported by vendor or other resources
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PROCUREMENT
APPROACHES
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POTENTIAL PROCUREMENT APPROACHES

---------------------------------------------------------------------------------------------------------------------------------------------

LARGE ACQUISITIONS: EXPLORE MODULAR BIDS
i HIGH-TIER

e SMALL PooL OF VENDORS

Low- TO MID TIERS

* LARGE NUMBER OF VENDORS

---------------------------------------------------------------------------------------------------------------------------------------------
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POTENTIAL PROCUREMENT APPROACHES

TELEVATE

* Not scientific; a mere illustration

EFFICIENCY:

IMODULAR OR SINGLE PROCUREMENT ?

Scenarios in which A Single
Outsourced Sensible

MAINTENANCE
* Small, rural, P25 systems with
SUBSCRIBERS L limited in-house staff/SME
RiRLO SsTEM * Large system with 1,000s devices
CONSTRUCTION
* Adequate profit margin
T A across most elements to
I,—’ ,/" compensate for markups on
] : 3rd party components
MEDIUM LARGE party P
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IN CLOSING ATE

APPARENT NEED FOR CONTINUED EVOLUTION, SUSTAINMENT AND INVESTMENT IN
LMR SYSTEMS

INNOVATIVE AND INFORMED TECHNOLOGY AND PROCUREMENT STRATEGIES
AVAILABLE

ASSESSMENT OF RISK TOLERANCE IS IMPORTANT

LONG-TERM TECHNOLOGY AND FINANCIAL PLANNING NECESSARY
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THANK YOU

Omna Solomon, Senior Engineer-Consultant, osolomon@televate.com
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