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• Designed for public safety by 
public safety

• P25 is a suite of mobile radio 
standards and bulletins which  
define interoperable 
communications for emergency 
services

• Developed in partnership 
between Public Safety and TIA
o Project 25 formed in 1989

o Initial standards released in 1995

o Original goals have been met, yet

o Ongoing development and evolution of the 
standards continue with broad industry support

Project 25: Summary

Project 25 Steering 
Committee (users)

APCO P25 Interface
Committee (users & manufacturers)

Telecommunications Industry
Association (TIA), TR.8 Committee(s)

User 
needs



P25 Standards Process and Documents

P25 is a suite of over 85 Standard documents and Telecommunication 
Systems Bulletins that define the services and interfaces
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Key Project 25 Interfaces
P25 has standardized the Common Air Interface 

(CAI) and multiple Wireline Interfaces

Common Air 
I/F(CAI): 
Trunking

RF Sub-System 1

Console
Interface

Inter Sub-System
Interface (ISSI)

Fixed Station
Interface (FSI)

CAI: Conventional

RF Sub-System 2
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P25 Phase I Common Air 

Interface (CAI)
• Designed to operate with 12.5 kHz channel spacing

• Frequency Division Multiple Access (FDMA)

• Data Rate: 9.6 kbps

• Modulation: 4-level form of FSK (C4FM)

• Vocoder: DVSI’s IMBE (7.2 kbps)

• Supports conventional, trunking and secure 
communications

• Conventional channel protocol same as trunking 
traffic channel
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P25 Phase 2 CAI

• 12 kb/s air link rate for 2 slot TDMA 

• Modulation 

– H-DQPSK for downlink (outbound) 

– H-CPM for uplink (inbound) 

• TDMA Voice Channels 

• Dual Rate Vocoder 

• FDMA Control Channel (Phase 1 CCH base)

– With TDMA extensions (for migration & 
compatibility with PH I)
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Speaker

Speaker 1

TDMA Provides 2
Users in 12.5 kHz

(P25 Ph 2, 2-slot TDMA)

FDMA Provides 1
User in 12.5 kHz

(P25 Ph 1)

12.5 kHz 12.5 kHz

FDMA

Voice Overhead

Time

TDMA

Voice Overhead

Speaker 2
Voice Overhead

FDMA (PH 1) and TDMA (PH 2) Operation

(FDMA-Frequency Division Multiple Access)
(TDMA-Time Division Multiple Access)
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TDMA Control Channel: Intro
• P25 Standards have been updated to include a TDMA Control 

Channel

• Prior to the development of the TDMA control channel, both FDMA 
and TDMA trunking traffic channels utilized an FDMA 12.5 kHz 
control channel:

• Interoperability: The standardization of the trunking control channel enables and promotes 
interoperability among different manufacturers’ trunked radio subscribers.

• Migration: A common trunking control channel for both FDMA and TDMA trunked 
subscribers allows user agencies the flexibility of migrating their system over time from 
FDMA to TDMA by gradually adding TDMA capable devices as their budget allows.

• Hybrid System Support: The common control channel can be used to support hybrid 
systems with multiple sites and/or simulcast cells, where different sites/cells can support 
multiple voice and/or traffic channels that may be configured as FDMA or TDMA based on 
agency traffic load or requirements.  
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TDMA Control Channel: Desc
• With the use of the TDMA control channel, a single 12.5 kHz 

channel supports two virtual channels and can be configured to 
utilize one or both virtual channels for inbound/outbound signaling.

• The TDMA control channel supports the same functionality as the 
FDMA control channel
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TDMA Control Channel: Configurations
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TDMA Control Channel: Benefits
• In a low traffic situation, a site can be configured with dedicated 

control and traffic functionality while only provisioning a single 12.5 
kHz channel

• A dual logical TDMA control channel can provide an efficient 
means of supporting larger amounts of traffic using a single two-
slot TDMA physical radio channel.  This may eliminate the need for 
multiple FDMA control channels at high density Sites

• In more common situations, transition to the TDMA control channel 
allows agencies to instantly improve spectrum efficiency and traffic 
capacity without increasing the number of physical channels

• Example 4 channel system – 17% increase in channel capacity
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Link Layer Encryption (LLE) Drivers
• P25 End-to-End Encryption for voice calls and packet data protects 

the contents of the transmission
• End-to-End Encryption by itself does NOT protect against 

intercepting the identities of the parties involved in a call
• Initiator of a Call (Typically a User ID)
• Target of a Call (Typically a Group ID but may be a Supergroup or 

another User ID)

From: Jeremy
To: Bill
Message: 
Q@#$%DFG%^&
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• Control signaling messages on traffic channels and conventional 
channels are not protected.

• P25 trunking control channel messages (inbound and outbound) 
are not protected. 

• This includes the following
• User Registration/Group Affiliation, Service Requests & Channel 

Assignments
• Supplementary Data Services such as Status Update, Short 

Message, Radio Unit Monitor, Unit Inhibit
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LLE Benefits
• P25 Link Layer Encryption helps ensure the 

following:
• Confidentiality – Ensure that the message is only 

received by the intended parties
• Security – Ensure malicious actors can’t determine 

who is communicating or where message are being 
sent

• Integrity – Ensure the message has not been altered 
in some way

• Specifically Replay Protection ensures that a 
message cannot be resent later by an untrusted 
source

• Key Distribution - Ensure the initiating and receiving 
parties have the means to securely communicate
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LLE Affects Many Standards
Standard Number 

(TIA-102.x)

Title Effect Status

TBD Link Layer Encryption Overview New Overview document for LLE Ready to move to 

TR8.3 

AABB-B Trunking Control Channel Formats Modification of formats for LLE control channel 

TSBKs and MBTs.

Not started

AABC-D Trunking Control Channel Messages Addition of ISPs and OSPs in support of LLE 

operations and LLE key management.

Not started

AABD-B Trunking Procedures Addition of procedures for LLE operations. Not started

BAAD-A Conventional Procedures Addition of procedures for LLE operations. Not started

BBAC Phase 2 Two-Slot TDMA Media 

Access Control Layer Description

Modification of formats and descriptions of LLE 

operations.
Ready to move to 

TR8.3

BAAA-A FDMA Common Air Interface Addition of new LDUs and packet data formats 

for LLE operations.

Not started

BACA-B ISSI Messages and Procedures Addition of inter-subsystem information in 

support of LLE key management.

Not started

BAHA Fixed Station Interface Addition of messaging and procedures for LLE 

key management.

Not started

AACD-A KFD Interface Protocol Addition of messaging and procedures for LLE 

key management.
In-Progress –

Covered Later

AACA-A OTAR Protocol Addition of messaging and procedures for LLE 

key management.

Not started



• Joint ATIS/TIA standards activity originally started in 2012 under 
the name “Joint LMR to LTE PTT voice interoperation” or 
“JLMRLTE”.

• ATIS: Alliance for Telecommunications Industry Solutions
• TIA: Telecommunications Industry Association

• JLMRLTE work suspended in Sept. 2015 to allow 3GPP SA6 to 
make significant progress on the technical definition of LTE 
Mission Critical capabilities

• JLMRLTE work resumed December 2017

• NPSTC Public Safety LMR Interoperability with LTE MCPTT 
Report Jan. 2018

LMR/LTE Interworking: Background
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• A document is under development:
o Based on 3GPP Release 15 Interworking Function 

o To enable interoperability of services between a 3GPP MC 
system and a TIA-based LMR system

o TIA-based LMR systems to be examined include:

• P25 trunking (first)

o Identify common features between 3GPP Release 15 and 
P25 Trunking

o Architecture descriptions of common feature interworking

o Target ballot date of 2Q2019

• P25 conventional, and

• TIA-603 analog conventional FM.

LMR/LTE Interworking: Status
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P25 New Product Trends 2018

• P25 LMR Interoperability with LTE Broadband Data 

• Multi mode P25/LTE smart phones

• Mobile P25 radio with Wi-Fi and LTE connectivity

• New P25 Consoles connect P25 and LTE 
technologies

• Voice recording in radios

• Mobile radio with simultaneous P25 TX/RX (4 bands)

• New products are P25 Phase 1 and Phase 2 capable
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P25 New Product Trends 2018
• Deployable, mixed-mode, P25 repeaters for 

Emergency Ops

• Scalable, Configurable P25 Airborne Radios

• P25 Antenna Site Monitoring

• “Over the Air” Radio maintenance for P25 
Systems 

• “Cloud based” Asset management for P25 
Systems

• New P25 Location Services

• P25 Enhanced Vocoder Software
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WWW.Project25.org
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Project 25 Technology Interest 
Group (PTIG)
Documents available at  www.Project25.org

• P25 Frequently Asked Questions
Updated in 2017.  Written to officer, firefighter (non 
technologist) level

• P25 Capability Guide
Remains the best tool for managing P25 features and 
capabilities for system planning and RFP development

• P25 Standards Update Summary
Summary of the latest TIA TR-8 P25 Standards Meetings with 
user benefits defined

• P25 Steering Committee Approved List of 
Standards
Updated from the most recent P25 Standards meeting

• P25 Feature Translator 
link to NPSTC PAM tool

New Documents available at  
www.Project25.org

• New P25 White papers: 

• P25 Authentication

• P25 Trunking Control 
Channels FDMA/TDMA

• P25 System of the Month 

• White Paper: Technology 
Benefits of Project 25



Questions?
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